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1
Decision/action requested

SA3 is kindly asked to approve the proposed security procedure for unicast communication without long-term credential in TS 33.533.
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3
Rationale

One of the conclusions drawn on key issue #4 in TR 33.893 [1] for unicast communication security is as follows:

-
For security of SR5 direct communication for network assisted SL positioning services provided by operators, the security mechanisms defined for 5G ProSe UE-to-Network Relay communication in TS 33.503 [6] can be reused.

For Ranging/SL Positioning services provided by network operators (e.g. 5GC-MO-LR and 5GC-MT-LR services with SL positioning as defined in TS 23.586 [2] and TS 23.273 [3]), there are no long- term credentials provided by applications on the UE, e.g. Located UE.

This pCR proposes to add the security procedure in TS 33.533 [4] for unicast direct communication without long term credentials.
4
Detailed proposal

*************** Start of the 1st Change ****************

6.4.3
Security procedures for unicast direct communication over RSPP between the UEs

6.4.3.1
General

Ranging/SL Positioning services could be provided by an application provider (i.e. the services requested by a Ranging/SL positioning application server) or by a network operator (i.e. the services requested by a 5GC NF). For Ranging/SL Positioning services provided by application providers, long-term credentials provided by applications are assumed available on the UE. For Ranging/SL Positioning services provided by network operators (e.g. 5GC-MO-LR and 5GC-MT-LR services using SL positioning as defined in TS 23.586 [2] and TS 23.273 [3]), there are no long-term credentials provided by applications on the UE (e.g. Located UE). The security procedures for unicast communication with long-term credentials and for Ranging/SL Positioning services provided by network are specified separately in sub-clauses 6.4.3.2 and 6.4.3.x. 
*************** Start of the 2nd Change ****************

6.4.3.x
Unicast direct communication for Ranging/SL Positioning services provided by network
For Ranging/SL Positioning services provided by network operators, the network shall support key provisioning and management for unicast direct communication. The security procedures defined for 5G ProSe UE-to-Network Relay communication in clause 6.3.3.2 of TS 33.503 [6] are reused with the following modifications:

· The SLPKMF instead of 5G PKMF is used to generate and provision the key materials for secure unicast direct communication of Ranging/SL Positioning services; 
· UE SLP Key Request/Response are used instead of ProSe Remote User Key Request/Response;
· SL Positioning service identifier is used instead of RSC;
· SLPK and SLPK ID are used instead of UP-PRUK and UP-PRUK ID;
· SLP Key Request/Response are used instead of Key Reuqest/Response;
· KSLP is used instead of KNRP;
· KDF of KSLP uses SL Positioning service identifier as input instead of RSC.
Editor’s Note: The SL Positioning service identifier is to be aligned with SA2.
NOTE:
This procedure does not apply to V2X capable UEs.
*************** Start of the 3rd Change ****************

Annex A (normative):
Key derivation functions

A.x
KDF interface and input parameter construction

A.x.1
General

This annex specifies the use of the Key Derivation Function (KDF) specified in TS 33.220 [x] for the current specification. This annex specifies how to construct the input string, S, and the input key KEY to the KDF. Note that "KEY" is denoted "Key" in TS 33.220 [x].

A.x.2
FC value allocations

The FC number space used is allocated as per B.2.2 of TS 33.220 [x].

A.y
Calculation of KSLP
When calculating KSLP from SLPK, the following parameters shall be used to form the input S to the KDF specified in Annex B of TS 33.220 [x]:

-
FC = TBD
-
P0 = SL Postioning Service Identifier
-
L0 = length of SL Positioning Service Identifier (i.e. 0x00 0x03)

-
P1 = KSLP nonce 1
-
L1 = length of KSLP nonce 1 (i.e. 0x00 0x10)
-
P2 = KSLP nonce 2
-
L2 = length of KSLP nonce 2 (i.e. 0x00 0x10)
The input key to the KDF is the 256-bit SLPK.
*************** Start of the 4th Change ****************
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